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software security - increasingly in focus

_ see CRA, ransomware attacks & SM;

2 a priority for lereOﬁlce since 2010 - own CNA’
~ since 2018 i
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Static Code Analysis

* Tool: Coverity Scan
* Free for open source projects

* Detects dead code, uninitialized variables,
uncaught exceptions...

* Defect density reduced from 1.1 to ~0,00x
* Density measured in defects every 1.000 lines
* Average density for similar sized projects: 0.71
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Coverity Scan

DEFECTS WE FIND INCLUDE
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Crashes Security Concurrency Memory
Vulnerabilities Corruption

n g &

&

N Uninitialized Error handling  Resource leaks
l memory




Coverity Scan Score

Dec 06, 2020 6,143,004 0.00
Last Analyzed Lines of Code Analyzed Defect Density

Defect changes since previous build dated Dec 05, 2020

Defects by status for current build

‘ Total defects Outstanding Dismissed Fixed
3 )




Coverity Scan @ LibreOffice

Outstanding vs Fixed defects over period of time
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Coverity Scan @ LibreOffice

Defect Density over period of time
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The graph compares the defect density of the project with the average defect density
of open source projects that are similar in size (i.e. more than 1 million lines of code )
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* Feeding a program random data in order
to induce faults

* Black box fuzzing assumes nothing about the
expectations of the program

* White box fuzzing knows about the underlying
formats and protocols
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Manua { Automated

Fuzzing

0 Upload builds " Btuldbuchet - @ a

Cloud Stora Find crash
Write fuzzers \
+ De-duplicate
Minimize
Bizect
# : \ File bug

1 Fix bugs ﬁ
Test if fixed

=80

Assign bug




Google’s OSS-Fuzz

— Upstream project

\ 3_$yncand
Q"dfmm Builder
jenkins.io
google/oss-fuzz ™~ U )

1. Write fuzzers

2. Commit build configs

8. Fix bugs

Developer 7. Notify

4. Upload

GCS bucket
5. Download

and fuzz

ClusterFuzz

6. File bugs,
Verify fixes

Track deadlines

2

Issue tracker (monorail)

Sheriffbot
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Commits per month easily attributable to various tools
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Fuzzing: the Take Home ...

* New tools find new bugs, and the number
reduces over time

* Hard to see: not everyone uses consistent
git commit tooling references, for instance
Crashtesting Is badly under-represented
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% fullv automatic background updates under Windows

‘8
¢ bulk disabling of active content (since 24. 2’ -~ .

_non-overridable admin configurations for all of LibreOffice
Fowe o= (since 24.2) 1 w it Bl " Fha

| better password securitv (since 24.2). Including much- | —
ﬂ improved ODF document encryption -

‘ dLls%l)ollng and removal of unsafe network protocols (since
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Past efforts
" securit

» natch roc since 2011

 coverity since 2012
. 0ss-fuzz since 2016
~_ own CNA since 2018

» allotropig
i . 8] Whltepaper on secure conflg(2022)
0SS securlty audit (2023)
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https://www.allianz-fuer-cybersicherheit.de/SharedDocs/Downloads/Webs/ACS/DE/BSI-CS/BSI-CS_146.pdf?__blob=publicationFile&v=7
https://www.linux-magazin.de/ausgaben/2023/03/libre-office-sicherheit/

LibreOfﬁce' ~2‘(T() million users

~ from fortune 500 to home users
L dlgltal sovereignty - IT-Planungsrat needs .
. choice & secure options| el

. Improvements needed, more secure defaults
|and better featuresii
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defaults\and UX
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» allotropig
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Improved I\/Iacro security

- checking cert is now mandator

. more obvious cert owner checks

arn If cert is expired

. add option for temg ermlssmn




» allotrog

Remove msec:ure protocols

" add office:

. Y add
~ Office:
ol

tr https whereever possible

. optionally block UNO socket server (——
~accept=socket,host=..,port=...;urp;...)

- -~ default-off for Impress Wifi remote prO?Bc‘i

:AllowInsecureProtocols

e e

:Security::Net::AllowInsecureUNORemoteProtoc
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:Security: :Net:
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_Locked config items

Remote File

Recent Documents

Security Options and Warnings Security
& LibreOfficeD:
User Data

nt General Warn if
i3

Security Warnings

Databas:

& LibreOfficeDev Base
& Charts

Welcome to LibreOfficeDev.
Drop a document here or open an app to create one.

D !.ibreOfﬁce

ensions

Show lock symbol when 'finalized'
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Bhttos://wiki. documentfoundatlon org/Developme
ant/Online Update

~ using MAR updater code and service from

“Mozillz r 7 i
. -

JMlist of changes
_ cherry-pick code from moz central



https://wiki.documentfoundation.org/Development/Online_Update
https://wiki.documentfoundation.org/Development/Online_Update
https://bugs.documentfoundation.org/show_bug.cgi?id=68274#c54
https://gerrit.libreoffice.org/c/core/+/160492/9/external/onlineupdate/generate-sources.sh
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How does that ork? g

If enabled:

" regular check of this URL .
3 - '

-7_7 e

2, download, then delegate mstall to 'LibreOffice
.‘ -

.~ Updater Service'

: ‘: ust like for Flrefox & Thunderblrd
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https://update-mar.libreoffice.org/update/check/1/LibreOffice/BUILDID/PLATFORM/LOOnlineUpdater




Set Password

File Encryption Password

Enter password to open

Confirm password

Note: After a password has been set, the document will only open with
the password. Should you lose the password, there will be no way to
recover the document. Please also note that this password is case-
sensitive.

b Options
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Improved expert set
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ded type checking d validation

. visual highlight of changed entries

) ~ optional: show changes onl

show settings property documentation

[ ]
b

b &
/. handle finalized config settings properly

i
F ‘?

cleanup old /Enused config
.0 "

’ org.openoffice.O0ffice.Common.Security.Scripting.0fficeBasi
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Downsides old version

" encrypting each package entry separately

‘3 runnm PBKDF2 for all files! R —
. -
e

L ‘a lot of known plaintext _ .
" a lot of entropy needed)

¢
B . hard to compress after encryptlon
%, ‘
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" store normal ODF document, then encrypt once

~ runs PBKDF2 / Argon2 only once per savef -

R o B
Known plaintext, frugal with entropy

ain ODF - -

-
2 a lot less
—

J compresses like
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' more performant due to deriving a key only once per,

i

f, better hidin
_h

g of metadata to reduce information leaks
B

igher resistance to brute forcing using memory-hard
Argon2id™ key derivation function .

» allotro

\ httES'//issues oasis-oEﬂen org/browse/OFFlCE-4153ﬂ


https://issues.oasis-open.org/browse/OFFICE-4153

Questions & Answers!

D LibreOffic

The Document Foundation
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