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A u @ REREB Q<> >KI=S @ Q Q =
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s No.  Time Source sport  Destination DPort | Protocol Length | Info
2024-09-21 839257 100284299033 192.168.98.229 36088 142.250.186.106 443 uop 76 36088 - 443 Len=3z -
2024-09-21 930870, 200.375012238  192.168.98.229 37963 142.250.185.110 443 Uop 1461 37963 — 443 Len=1357
2024-09-21 930038, 210.375079923  192.168.98.229 37963 142.250.185.110 443 uop 1401 37963 — 443 Len=1357
2024-09-21 .930971. 22 09.376013334 192.168.98.229 37963 142.250.185.110 443 UDP 699 37963 - 443 Len=655 =
2024-09-21 975052, 23 0.420095627  142.250.185.110 443 192.168.98.220 37963 UoP 79 443 - 37963 Len=35
2024-09-21 Lo75411 240420453520  192.168.98.229 37963 142.250.185.110 443 uop 77 37963 - 443 Len=33
2024-09-21 987055, 25 0.432097407  142.250.185.110 443 192.168.98.220 37963 UDP 161 443 - 37963 Len=117
2024-09-21 987056, 26 0.432098307  142.250.185.110 443 192.168.98.220 37963 UDP 88 443 . 37963 Len=44 e
2024-09-21 987733, 270.432775018  192.168.98.229 37963 142.250.185.110 443 Upp 85 37963 — 443 Len=41
2024-09-21 027063 28 0.472104995  142.250.185.110 443 192.168.98.220 37963 UDP 72 443 . 37963 Len=28
2024-09-21 i

.213955, 29 0.658096803  192.168.98.229 54940 142.250.184.195 80 TCP. 68 54940 — 89 [ACK] Se

TLSVL Application Data

.297915. 957680  192.168.98.229 142.250.186.133 2
.350354. 32 2.804395944  142.250.186.133 443 192.168.98.229 40030 TLSV1.2 167 Application Data
.359390. 33 2.804432681  192.168.98.229 40030 142.250.186.133 443 TCP 8 40030 - 443 [ACK] Seq=40 Ack=40 Win=496 Len=0 TSva
784367 34 4.229409262  104.18.42.130 443 192.168.98.229 36350 TLSV1 Application Data
.785633. 35 4.230674924  192.168.98.229 36350 104.18.42.130 443 TLsv1 Application Data
811139, 36 4.256180936  104.18.42.130 443 192.168.98.229 36350 TCP. 68 443 . 36350 [ACK] Seq=27 Ack=31 Win=10 Len=0 TSval:
.903226. 37 4.348268323  192.168.98.229 40256 3.65.102.105 443 TLSVA Application Data

2024-09-21
2024-09-21
2024-09-21
2024-09-21
2024-09-21
2024-09-21
2024-09-21

Sels

2024-09-21 943416 38 4.388457994  3.65.102.105 443 102.168.98.229 40256 TLSv1.2 124 Application Data
2024-09-21 1943450, 39 4.388492743  192.168.98.229 40256 3.65.102.105 443 TP 68 40256 - 443 [ACK] Seq=55 Ack=57 Win=488 Len=0 TSva
2024-09-21 166660, 40 4.611702370  Intel b9:9d:08 1Pva 16 [Malformed Packet
2024-09-21 .615286. 41 6.060327804  3.65.102.105 443 102.168.98.229 40256 TLSV1.2 160 Application Data
2024-09-21 615344 42 6.060386034  192.168.98.229 46256 3.65.102.165 443 TP 68 46256 443 [ACK] Seq=55 Ack=149 Win=488 Len=0 TSve
2024-09-21 .642043. 43 6.087084804  142.250.185.110 443 102.168.98.229 37963 UDP. 83 443 . 37963 Len=39
2024-09-21 642044 44 6.0R70R5806  142.250.185.110 442 197.168.98.299 27963 NP 82 443 . 37963 1en=3R
¥ Frame 32; 167 bytea on wive (356 Bits), 187 Bytes captured (856 bifs) on Interfacs any, 10 00 00 00 01 60 06 4a dd ae 35 63 b 60 00 08 00 3 sc
4500 00 5b 34 86 00 00 35 06 o4 09 Be fa ba 85 E--[4-- 5
g G G cO a8 62 e5 01 bb 9c 5e 9e 17 df 04 3e 66 a7 71 b A >fq
> Internet Protocol Version 4, Src: 142.25.186.133, Dst: 192.168.98.229 80 18 01 36 ef 5 00 00 01 01 08 0a 3f 43 c4 93 5 2
T Control Protocol, Src Port: 443, Dst Port: 40039, Seq: 1, Ack: 46, Len: 39 | 0940 7c 55 52 f7 17 03 03 00 22 c d5 13 @a €6 b3 12  |UR P
{iiansuission Control brotocol R Srcibor St i ° S0 33 ce 53 6e 2e ed 6b 4c e2 ac 30 52 c1 Oc al de  3-Sn.-KL --OR-
- Transport Layer Security 0060 26 72 36 a6 7d 0a d4 bb 62 ¢O 4c BEnet

- TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol
Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)
Length: 34
Encrypted Application Data: @cd5130ae6b3f233ce536e2eedbdce2ac3ns2c10cal1ea67236a67do
[Application Data Protocol: Hypertext Transfer Protocol

@ 7 Record layer version (tls.record.version), 2 bytes Packets: 88 - Displayed: 88 (100.0%) - Dropped: 0 (0.0%) Profile: Default
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s No.  Time Source sport  Destination offit Protocol tellgth | nfo
2024-09-21 839257 100284299033 192.168.98.229 36088 142.250.186.106 43 Uop 76 36088 - 443 Len=3z -
2024-09-21 930870, 200.375012238  192.168.98.229 37963 142.250.185.110 43 Uop 1461 37963 — 443 Len=1357
2024-09-21 930038, 210.375079923  192.168.98.229 37963 142.250.185.110 43 uop 1401 37963 — 443 Len=1357
2024-09-21 .930971. 22 09.376013334 192.168.98.229 37963 142.250.185.110 43 UDP 699 37963 - 443 Len=655 =
2024-09-21 975052, 23 0.420095627  142.250.185.110 443 192.168.98.220 a7/ 63 uop 79 443 - 37963 Len=35
2024-09-21 Lo75411 240420453520  192.168.98.229 37963 142.250.185.110 43 uop 77 37963 - 443 Len=33
2024-09-21 987055, 25 0.432097407  142.250.185.110 443 192.168.98.220 37163 uop 161 443 - 37963 Len=117
2024-09-21 987056, 26 0.432098307  142.250.185.110 443 192.168.98.220 37163 uoP 88 443 . 37963 Len=44 e
2024-09-21 987733 270.432775018  192.168.98.229 37963 142.250.185.110 43 Uop 85 37963 — 443 Len=41
2024-09-21 027063 28 0.472104995  142.250.185.110 443 192.168.98.220 37163 Uop 72 443 . 37963 Len=28
2024-09-21 1213055, 29 0.658996803  192.168.98.229 54940 142.250.184.195 5o Tcp 68 54940 — 80 [ACK] Se i
2623-0-21 S12. 792057080 | 192.100.50-229 120050 142 250- 166 153 25 TLsvi-2 167 Application pata
2024-09-21 322804395044 142.250.186.133 443 192.168.98.220 4030 TLsvi.2 167 Application pata
2024-09-21 33 2.804432681 192.168.98.229 40030 142.250.186.133 43 TCP 68 40030 443 [ACK] Seq=40 Ack=40 Win=496 Len=@ TSval
2024-09-21 344.220409262  104.18.42.130 443 192.168.98.220 3650 TLsvi.2 94 Application Data
2024-09-21 35 4.230674924  192.168.98.229 36350 104.18.42.130 43 TLsvi.2 98 Application Data
2024-09-21 36 4.256180935  104.18.42.130 443 192.168.98.220 36150 TP 68 443 . 36350 [ACK] Seq=27 Ack=31 Win=10 Len=e Tsval:
2024-09-21 37 4.348268323  192.168.98.229 40256 3.65.102.105 43 TLsvi.2 122 Application Data
2024-09-21 38 4.338457994  3.65.102.105 443 192.168.98.220 40l’56 TLsve.2 124 Application pata
2024-09-21 394.388492743  192.168.98.229 46256 3.65.162.165 43 TP 68 40256 — 443 [ACK] Seq=55 Ack=57 Win=488 Len=0 TSval
2024-09-21 404.611702370  Intel_bo:94:68 tpva 16 (Matformed Packet]
2024-09-21 416060327804 3.65.102.105 443 192.168.98.220 a0f’s6 TLsve.2 160 Application pata
2024-09-21 42 6.060386034  192.168.98.229 40256 3.65.102.105 43 TP 68 40256 - 443 [ACK] Seq=55 Ack=149 Win=488 Len=0 TSve
2024-09-21 10:14: 436087084804 142.250.185.110 443 192.168.98.229 37163 UoP 83 443 - 37963 Len=39
2024-69-71 10:14:00. 647044 44 6.0870R5806  147.250.185.110 443 19716898220 a7, 53 up 8> 443 . 37963 1en=an
5 Frame 32: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) on interface any, id 00 LGUTUTUI Y 4a dd ae 35 63 fb 00 00 08 00 3 se
45 00 00 5b 34 86 00 00 35 06 e 00 8e fa ba 85 E..[4 . 5
> Linux cooked capture vi C0 a8 62 o5 01 bb S Se 9 17 Gf 04 36 66 a7 7L b A .. .>f.q
> Internet Protocol Version 4, Src: 142.250.186.133, Dst: 192.168.98.229 8018 01 36 ef €5 00 00 01 01 08 0a 3f 43 4 93 -6 7
> Transmission Control Protocol, Src Port: 443, Dst Port: 46030, Seq: 1, Ack: 46, Len: 39 5 ;; Ez g; g; ;: 23 gg Sg gg :g gg gg 2: gi :i ;2 g?z" . b o
~ Transport Layer Security 0060 26 72 36 a6 7d 6a 44 bb 62 cb 4c “re3eer biL

v TLSv1.2 Record Laye

@

Application Data Protocol
Content Type: Application Data (23)

TLS 1.2 (0x0303)
Length: 34

Encrypted Application Data
[Application Data Protocol

Hypertext Transfer Protocol

Version

cd5130ae6b3f233ce536e2eed6bdce2ac3052c10cal1ea67236a67do:
Hypertext Transfer Protocol]

Record layer version (tls.record.version), 2 bytes

Packets: 88 - Displayed: 88 (100.0%) - Dropped: 0 (0.0%) Profile: Default
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A u @ REREB Q<> >KI=S @ Q Q =
(T 9+
s No.  Time Source sport  Destination DPort | Protocol Length || | Info
2024-09-21 839257 100284299033 192.168.98.229 36088 142.250.186.106 443 uop 5 35088 ~ 443 Len=32 I
2024-09-21 930870, 200.375012238  192.168.98.229 37963 142.250.185.110 443 Uop 1401 37963 — 443 Len=1357
2024-09-21 930038, 210.375079923  192.168.98.229 37963 142.250.185.110 443 uop 14¢1 37963 — 443 Len=1357
2024-09-21 .930971. 22 09.376013334 192.168.98.229 37963 142.250.185.110 443 UDP 6¢) 37963 - 443 Len=655 m
2024-09-21 975052, 23 0.420095627  142.250.185.110 443 192.168.98.220 37963 UoP ) 443 . 37963 Len=35
2024-09-21 Lo75411 240420453520  192.168.98.229 37963 142.250.185.110 443 uop ' 37963 — 443 Len=33
2024-09-21 987055, 25 0.432097407  142.250.185.110 443 192.168.98.220 37963 UDP 101 443 - 37963 Len=117
2024-09-21 987056, 26 0.432098307  142.250.185.110 443 192.168.98.220 37963 UDP € 443 . 37963 Len=44 |
2024-09-21 987733, 270.432775018  192.168.98.229 37963 142.250.185.110 443 Upp € 37963 — 443 Len=41
2024-09-21 027063 28 0.472104995  142.250.185.110 443 192.168.98.220 37963 UDP > 443 . 37963 Len=28
2024-09-21 1213055, 29 0.658996803  192.168.98.229 54940 142.250.184.195 80 TcP & 54940 — 80 [ACK] Se i
2623-0-21 S12. 792057080 | 192.100.50-229 120050 142 250- 166 153 295 TLSV1-2 107 Application pata
2024-09-21 322804395044 142.250.186.133 443 192.168.98.220 40030 TLsve.2 1C Application pata
2024-09-21 33 2.804432681  192.168.98.229 40030 142.250.186.133 443 TCP 3 40030 . 443 [ACK] Seq=4 Ack=40 Win=496 Len=0 TSval
2024-09-21 344.220409262  104.18.42.130 443 192.168.98.220 36350 TLSvi.2 <) Application Data
2024-09-21 35 4.230674924  192.168.98.229 36350 104.18.42.130 443 TLsv1.2 & Application Data
2024-09-21 36 4.256180935  104.18.42.130 443 192.168.98.220 36350 TP (5 443 _ 36350 [ACK] Seq=27 Ack=31 Win=10 Len=e Tsval:
2024-09-21 37 4.348268323  192.168.98.229 40256 3.65.102.105 443 TLsvi.2 12> Application Data
2024-09-21 38 4.338457994  3.65.102.105 443 192.168.98.220 40256 TLsv.2 124 Application pata
2024-09-21 394.388492743  192.168.98.229 46256 3.65.162.165 433 TP (5 40256 — 443 [ACK] Seq=55 Ack=57 Win=488 Len=0 Tsval
2024-09-21 404.611702370  Intel_bo:94:68 tpva £ (varrorned packet]
2024-09-21 416060327804 3.65.102.105 443 192.168.98.220 40256 TLsve.2 105 Application pata
2024-09-21 42 6.060386034  192.168.98.229 40256 3.65.102.105 483 TP (5 40256 - 443 [ACK] Seq=55 Ack=149 Win=488 Len=0 TSve
2024-09-21 10:14: 436087084804 142.250.185.110 443 192.168.98.229 37963 UDP € 443 . 37963 Len=39
2024-69-71 10:14:00. 647044 44 6.0870R5806  147.250.185.110 443 19716898220 37963 P £ 483 . 37963 1on=3n
5 Frame 32: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) on interface any, id 00 00 00 01 00 06 4a dd ~HE"SIUSTI VI TLUETY e
45 00 00 5b 34 86 00 00 35 06 ed 00 Se fa ba 85 E--[4- 5
> Linux cooked capture vi C0 a8 62 o5 01 bb S Se 9 17 Gf 04 36 66 a7 7L b A .. .>f.q
> Internet Protocol Version 4, Src: 142.250.186.133, Dst: 192.168.98.229 8018 01 36 ef €5 00 00 01 01 08 0a 3f 43 4 93 -6 7
> Transmission Control Protocol, Src Port: 443, Dst Port: 46030, Seq: 1, Ack: 46, Len: 39 S ;; Ez g; g; ;: 23 gg Sg gg :g gg gg 2: gi :i ;2 g‘fz"”u HI(‘)R‘:.
~ Transport Layer Security 0060 26 72 36 a6 7d 6a 44 bb 62 cb 4c “re3eer biL

- TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol
Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)
Length: 34
Encrypted Application Data: Ocd5130ae6b3f233ceS36e2eedsbdce2acdns2c10calleat7236a67d0:
[Application Data Protocol: Hypertext Transfer Protocol]

@ 7 Record layer version (tls.record.version), 2 bytes Packets: 88 - Displayed: 88 (100.0%) - Dropped: 0 (0.0%) Profile: Default
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s No.  Time Source sport  Destination DPort | Protocol Length | Info
2024-09-21 839257 19 0.284299033  192.168.98.229 36088 142.250.186.106 443 UDP 76 36088 - 443 Len=32 -
2024-09-21 930870, 200.375012238  192.168.98.229 37963 142.250.185.110 443 Uop 1461 37963 — 443 Len=1357
2024-09-21 930038, 210.375079923  192.168.98.229 37963 142.250.185.110 443 uop 1401 37963 — 443 Len=1357
2024-09-21 .930971. 22 09.376013334 192.168.98.229 37963 142.250.185.110 443 UDP 699 37963 - 443 Len=655 =
2024-09-21 975052, 23 0.420095627  142.250.185.110 443 192.168.98.220 37963 UoP 79 443 - 37963 Len=35
2024-09-21 Lo75411 240420453520  192.168.98.229 37963 142.250.185.110 443 uop 77 37963 - 443 Len=33
2024-09-21 987055, 25 0.432097407  142.250.185.110 443 192.168.98.220 37963 UDP 161 443 - 37963 Len=117
2024-09-21 .987056. 26 0.432008307  142.250.185.110 443 192.168.98.229 37963 UDP 88 443 — 37963 Len=44 (-
2024-09-21 987733, 270.432775018  192.168.98.229 37963 142.250.185.110 443 Upp 85 37963 — 443 Len=41
2024-09-21 027063 28 0.472104995  142.250.185.110 443 192.168.98.220 37963 UDP 72 443 . 37963 Len=28
2024-09-21 1213055, 29 0.658996803  192.168.98.229 54940 142.250.184.195 80 TcP 68 54940 _ 80 [ACK] Se i

.297915, 312

957680  192.168.98.229 40030 142.250.186.133 443 TLSV1.2 107 Application Data

1350354, 32 2.804395044  142.250.186.133 443 102.168.98.229 40030 TLSV1.2 107 Application Data
:57.359390. 33 2.804432681 192.168.98.229 40030 142.250.186.133 443 TCP 68 40030 443 [ACK] Seq=40 Ack=40 Win=496 Len=@ TSval
784367 34 4.220400262  104.18.42.130 443 192.168.98.229 36350 TLSV1.2 94 Application Data
785633, 35 4.230674924  192.168.98.229 36350 104.18.42.130 443 TLsva.2 98 Application Data
.811130. 36 4.256180036  104.18.42.130 443 192.168.98.229 36350 TCP 68 443 . 36350 [ACK] Seq=27 Ack=31 Win=10 Len=0 TSval:
.903226. 37 4.348268323  192.168.98.229 40256 3.65.102.105 443 TLSV1.2 122 Application Data
2024-09-21 10:13:58.943416, 38 4.388457994  3.65.102.105 443 102.168.98.229 40256 TLSv1.2 124 Application Data
2024-09-21 10:13:58.943450. 39 4.388492743  192.168.98.229 40256 3.65.102.105 443 TP 68 46256 - 443 [ACK] Seq=55 Ack=57 Win=488 Len=0 TSval
2024-09-21 10:13:59.166660, 40 4.611702370  Intel b9:9d:08 1Pva 16 [Malformed Packet]
.615286. 41 6.060327804  3.65.102.105 443 102.168.98.229 40256 TLSV1.2 160 Application Data
615344 42 6.060386034  192.168.98.229 40256 3.65.102.105 443 TP 68 46256 443 [ACK] Seq=55 Ack=149 Win=488 Len=0 TSve
.642043. 43 6.087084804  142.250.185.110 443 102.168.98.229 37963 UDP. 83 443 . 37963 Len=39
642044 44 6.0R70R5806  142.750.185.110 442 197.168.98.299 27963 UDP. 82 443 . 37963 1en=3R
Frame 32: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) on interface any, id 00 00 00 01 00 66 4a dd ae 35 63 fb 00 00 08 00 3 5c
45 00 00 5b 34 86 00 00 35 06 o4 00 Be fa ba 85 E--[4-.- 5
A ncked cantuce vy CO a8 62 €5 01 bb 9c Se Oe 17 df 04 3¢ 66 a7 71 - -b.-- A -...>f.q

Internet Protocol Version 4, Src: 142.250.186.133, Dst: 192.168.98.220 80 18 01 36 ef 5 00 00 01 01 08 0a 3f 43 c4 93 5 2
Transmission Control Protocol, Src Port: 443, Dst Port: 40030, Seq: 1, Ack: 40, Len: 39 a ;; Eg g; g; 3: 23 gg fg gg 2? gg ég 2: SE :i ;2 E“f’;“u ”'(‘]R‘:‘
Transport Layer Security 060 26 72 36 a6 7d Ga d4 bb 62 cO 4c “re-3oe be
- TLSV1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol

Content Type: Application Data (23)

Version: TLS 1.2 (0x0303)

Lengtn: 34

Encrypted Application Data: Ocd5130ae6b3f233ce53ezeedsbdce2acd052c10calleasr236a67d0:

[Application Data Protocol: Hypertext Transfer Protocol]

Cvvv oy

Packets: 88 - Displayed: 88 (100.0%) - Dropped: 0 (0.0%) Profile: Default
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A u @ REREB Q<> >KI=S @ Q Q =
(W] -+
s No.  Time Source sport  Destination DPort  Protocol Length | Info
2024-09-21 839257 19 0.284299033  192.168.98.229 36088 142.250.186.106 443 UDP 76 36088 - 443 Len=32 -
2024-09-21 930870, 200.375012238  192.168.98.229 37963 142.250.185.110 443 Uop 1461 37963 — 443 Len=1357
2024-09-21 930038, 210.375079923  192.168.98.229 37963 142.250.185.110 443 uop 1401 37963 — 443 Len=1357
2024-09-21 .930971. 22 09.376013334 192.168.98.229 37963 142.250.185.110 443 UDP 699 37963 - 443 Len=655 =
2024-09-21 975052, 23 0.420095627  142.250.185.110 443 192.168.98.220 37963 UoP 79 443 - 37963 Len=35
2024-09-21 Lo75411 240420453520  192.168.98.229 37963 142.250.185.110 443 uop 77 37963 - 443 Len=33
2024-09-21 987055, 25 0.432097407  142.250.185.110 443 192.168.98.220 37963 UDP 161 443 - 37963 Len=117
2024-09-21 .987056. 26 0.432008307  142.250.185.110 443 192.168.98.229 37963 UDP 88 443 — 37963 Len=44 (-
2024-09-21 987733, 270.432775018  192.168.98.229 37963 142.250.185.110 443 Upp 85 37963 — 443 Len=41
2024-09-21 027063 28 0.472104995  142.250.185.110 443 192.168.98.220 37963 UDP 72 443 . 37963 Len=28
2024-09-21 1213055, 29 0.658996803  192.168.98.229 54940 142.250.184.195 80 TcP 68 54940 _ 80 [ACK] Se i

2024-0! 192.168.98.229 142.250.186.133 443 TLSVL Application Data

.297915,

957680

2024-09-21 1350354, 32 2.804395044  142.250.186.133 443 102.168.98.229 40030 TLSV1.2 107 Application Data
2024-09-21 .359396. 33 2.804432681 192.168.98.229 40030 142.250.186.133 443 TCP 68 40030 443 [ACK] Seq=40 Ack=40 Win=496 Len=@ TSval
2024-09-21 784367 34 4.220400262  104.18.42.130 443 192.168.98.229 36350 TLSV1.2 94 Application Data
2024-09-21 785633, 35 4.230674924  192.168.98.229 36350 104.18.42.130 443 TLsva.2 98 Application Data
2024-09-21 .811130. 36 4.256180036  104.18.42.130 443 192.168.98.229 36350 TCP 68 443 . 36350 [ACK] Seq=27 Ack=31 Win=10 Len=0 TSval:
2024-09-21 .903226. 37 4.348268323  192.168.98.229 40256 3.65.102.105 443 TLSV1.2 122 Application Data
2024-09-21 943416 38 4.388457994  3.65.102.105 443 102.168.98.229 40256 TLSv1.2 124 Application Data
2024-09-21 1943450, 39 4.388492743  192.168.98.229 40256 3.65.102.105 443 TP 68 46256 - 443 [ACK] Seq=55 Ack=57 Win=488 Len=0 TSval
2024-09-21 166660, 40 4.611702370  Intel b9:9d:08 1Pva 16 [Malformed Packet]
2024-09-21 .615286. 41 6.060327804  3.65.102.105 443 102.168.98.229 40256 TLSV1.2 160 Application Data
2024-09-21 615344 42 6.060386034  192.168.98.229 40256 3.65.102.105 443 TP 68 46256 443 [ACK] Seq=55 Ack=149 Win=488 Len=0 TSve
2024-09-21 .642043. 43 6.087084804  142.250.185.110 443 102.168.98.229 37963 UDP. 83 443 . 37963 Len=39
2024-09-21 642044 44 6.0R70R5806  142.250.185.110 442 197.168.98.299 27963 NP 82 443 . 37963 1en=3R
Frame 32: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) on interface any, id 00 00 00 01 00 66 4a dd ae 35 63 fb 00 00 08 00 3 5c
i o e 45 60 00 5 34 86 00 00 35 06 e 09 e faba 85 E-[4-- 5

CO a8 62 €5 01 bb 9c Se Oe 17 df 04 3¢ 66 a7 71 - -b.-- A -...>f.q

Internet Protocol Version 4, Src: 142.250.186.133, Dst: 192.168.98.220 80 18 01 36 ef 5 00 00 01 01 08 0a 3f 43 c4 93 5 2
Transmission Control Protocol, Src Port: 443, Dst Port: 40030, Seq: 1, Ack: 40, Len: 39 o ;; Eg g; g; 3: 23 gg fg gg 2? gg ég 2: SE :i ;2 g?zuvvkL ”'ék‘f
Transport Layer Security 0060 a6 72 36 a6 7d Oa d4 bb 62 O 4c “re-3oe be
- TLSV1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol

Content Type: Application Data (23)

Version: TLS 1.2 (0x0303)

Lengtn: 34

Encrypted Application Data: Ocd5130ae6b3f233ce53ezeedsbdce2acd052c10calleasr236a67d0:

[Application Data Protocol: Hypertext Transfer Protocol]

vy

@ 7 Record layer version (tls.record.version), 2 bytes Packets: 88 - Displayed: 88 (100.0%) - Dropped: 0 (0.0%) Profile: Default




Wireshark

C?
Lua Support!
"Dissectoren” fur das

Verarbeiten von
Paketen

P vany v oA X
Fle Edt View Go Captre Analyze Statistis Telephony Wireless Tools Help
A u @ REREB Q<> >KI=S @ Q Q =
(W] -+
ts No.  Time Source SPort  Destination DP 1t Protocol Lellgth | Info
2024-09-21 839257 19 0.284299033  192.168.98.229 36088 142.250.186.106 43 UDP 5 36088 - 443 Len=32 =
2024-09-21 930870, 200.375012238  192.168.98.229 37963 142.250.185.110 43 Uop 1401 37963 — 443 Len=1357
2024-09-21 930038, 210.375079923  192.168.98.229 37963 142.250.185.110 43 uop 14¢1 37963 — 443 Len=1357
2024-09-21 .930971. 22 09.376013334 192.168.98.229 37963 142.250.185.110 43 UDP 6¢) 37963 - 443 Len=655 m
2024-09-21 975052, 23 0.420095627  142.250.185.110 443 192.168.98.220 a7/ 63 uop ) 443 . 37963 Len=35
2024-09-21 Lo75411 240420453520  192.168.98.229 37963 142.250.185.110 43 uop ' 37963 — 443 Len=33
2024-09-21 987055, 25 0.432097407  142.250.185.110 443 192.168.98.220 37163 uop 101 443 - 37963 Len=117
2024-09-21 .987056. 26 0.432008307  142.250.185.110 443 192.168.98.229 3763 UDP. £3 443 . 37963 Len=44 | .
2024-09-21 987733, 270.432775018  192.168.98.229 37963 142.250.185.110 43 Uop € 37963 — 443 Len=41
2024-09-21 027063 28 0.472104995  142.250.185.110 443 192.168.98.220 37163 Uop > 443 . 37963 Len=28
2024-09-21 1213055, 29 0.658996803  192.168.98.229 54940 142.250.184.195 5o Tcp (& 54940 _ 80 [ACK] Se i
322804395044 142.250.186.133 443 192.168.98.220 4030 TLsvi.2 1¢7 Application pata
33 2.804432681  192.168.98.220 40030 142.250.186.133 43 TcP 3 40030 . 443 [ACK] Seq=4 Ack=40 Win=496 Len=0 TSval
344.220409262  104.18.42.130 443 192.168.98.220 3650 TLsvi.2 <) Application Data
35 4.230674924  192.168.98.229 36350 104.18.42.130 43 TLsvi.2 & Application Data
36 4.256180935  104.18.42.130 443 192.168.98.220 36150 TP (5443 . 36350 [ACK] Seq=27 Ack=31 Win=10 Len=0 TSval:
37 4.348268323  192.168.98.229 40256 3.65.102.105 43 TLsvi.2 12> Application Data
2024-09-21 10:13:58.943416, 38 4.338457994  3.65.102.105 443 192.168.98.220 40l’56 TLsve.2 124 Application pata
2024-09-21 10:1 394.388492743  192.168.98.229 46256 3.65.162.165 43 TP (5 40256 - 443 [ACK] Seq=55 Ack=S7 Win=488 Len=0 Tsval
2024-09-21 10:13:59.166660. 404.611702370  Intel_bo:94:68 tpva £ (varrorned packet]
615286, 416060327804 3.65.102.105 443 192.168.98.220 a0f’s6 TLsve.2 105 Application pata
615344 42 6.060386034  192.168.98.229 40256 3.65.102.105 43 TP (5 40256 - 443 [ACK] Seq=55 Ack=149 Win=488 Len=0 TSve
642043 436087084804 142.250.185.110 443 192.168.98.229 37163 UoP € 443 . 37963 Len=39
sar04a 44 6.0870RSROE 147.250.185.110 443 19716898220 a7i6a unp #> 4s3 . 27963 1en=an
5 Frame 32: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) on interface any, id 00 LIGTUTTIGU 4 dd ~aE"S30S 10 00000500 e
45 00 00 5b 34 86 00 00 35 06 ed 00 Se fa ba 85 E--[4
> Linux cooked capture vi C0 a8 62 o5 01 bb S Se 9 17 Gf 04 36 66 a7 7L b A .. .>f.q
> Internet Protocol Version 4, Src: 142.250.186.133, Dst: 192.168.98.229 8018 01 36 ef €5 00 00 01 01 08 0a 3f 43 4 93 -6 7
> Transmission Control Protocol, Src Port: 443, Dst Port: 46030, Seq: 1, Ack: 46, Len: 39 ;; Eg g; g; ;: 23 gz Sg gg :g gg ég 2: gi :i ;2 A"Uzu - b e
\ Transport Layer security a6 72 36 a6 74 6a 04 bb 62 cb 4c “re3eer biL

v TLSv1.2 Record Layer

Application Data Protocol: Hypertext Transfer Protocol
Content Type: Application Data (23)

Version: TLS 1.2 (0x0303)
Length: 34

Encrypted Application Data
[Application Data Protocol

cd5130ae6b3f233ce536e2eed6bdce2ac3052c10cal1ea67236a67d0:
Hypertext Transfer Protocol]

Packets: 88 - Displayed: 88 (100.0%) - Dropped: 0 (0.0%)

Profile: Default




Was lhr heute lernt

e |hr schreibt ein wenig Lua-Code
e |hrimplementiert Dissectoren fur simple Demoprotokolle




Was lhr heute lernt

e |hr schreibt ein wenig Lua-Code
e |hrimplementiert Dissectoren fur simple Demoprotokolle

e |hr seht es live und traut euch die Umsetzung zu!




Lokales Setup



Lokales Setup

Wireshark installieren

|Idealerweise Uber den Paketmanager

Packet Dumps runterladen

Siehe github.com/jkraml-staffbase



Lokales Setup

Scriptordner Editor
Meistens SHOME/ .1local/lib/wireshark/plugins Eure Wahl



workshop.lua




workshop.lua




Protokoll #1:
Temperaturmessung




Protokoll #1:
Temperaturmessung

e UDP
e Konstante Lange
e Nur eine Messung pro UDP Paket

Uint8 (1 Byte) Float32 (4 Byte, bigendian)

Sensor ID Messwert




Basics: UDP/TCP




Basics: UDP/TCP

e PDU Protocol Data Unit

PDU
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e PDU Protocol Data Unit

PDU

e UDP - Packet {UDP Hdr

PDU




Basics: UDP/TCP

e PDU Protocol Data Unit PDU

e UDP - Packet {UDP Hdr PDU ]

e TCP - Stream PDU E




Basics: UDP/TCP

e PDU Protocol Data Unit PDU
e UDP - Packet {UDP Hdr PDU ]
e TCP - Stream PDU E

[ TCP Hdr E][ TCP Hdr ][ TCP Hdr E




Protokoll #2:
Borsendaten




Protokoll #2:
Borsendaten

TCP

Explizite Langenangabe

Uint8 (1 Byte)

Char[] (1-4 Bytes)

Float32 (4 Byte, bigendian)

Symbollange

Tickersymbol

Preis




Protokoll #3:
Null-terminierter Text




Protokoll #3:
Null-terminierter Text

e TCP
e Lange wahrend Verarbeitung unbekannt

Charf] (n Bytes) Endzeichen (1 Byte)

Text Null-Byte




Protokoll #4:
Geblindelte Temperaturmessung




Protokoll #4:
Geblindelte Temperaturmessung

e UDP
e Reserviertes Byte
e Halbwegs Ruckwartskompatibel

— (1 Byte) Uint32 (4 B, be.) | n*PDU (n * 5 B)

OxFF Anzahl Einzelne Messungen




Weiterfuhrende Links

e Wireshark: Dokumentation zu Lua [link]

e Wireshark: Wiki [link]

e Das Github Repository zu diesem Workshop [link]



https://www.wireshark.org/docs/wsdg_html_chunked/wsluarm.html
https://wiki.wireshark.org/lua/dissectors
https://github.com/jkraml-staffbase/wireshark-workshop

Kommt ins Team!

Kommt einfach am Stand vorbei, wir sind da.

Oder meldet euch:
liri.kraml@staffbase.com
LinkedIn

Danke!



mailto:jiri.kraml@staffbase.com
https://www.linkedin.com/in/ji%C5%99%C3%AD-kraml-60ba51b4/

